
Noting the concern of the complaint being highlighted as: 
 
”Personal confidential information is being unlawfully disclosed, for secondary uses, of 900,000 
individuals within the BaNES ICR..”  
“The information being disclosed from GP surgeries is clearly identifiable, personal confidential 
information– it is not anonymised prior to disclosure to a 3rd party data processor, and there 
are no s251 CAG approvals for any such disclosures in existence, for any ICR/LHCR/LHCRE. It is linked 
to datasets from NHS trusts, mental health providers and local authorities.” 
 
In the BSW model: 
 

• Data disclosed from GP surgeries is identifiable.  It is being disclosed for direct care purposes 
and further use for PHM activities, but in a controlled manner (see below) 

• It is disclosed to a 3rd Party data processor (Graphnet) 
• The data feeds have to be identifiable data as the data is linked from multiple data sources 

to provide the Integrated Care Record to support care professionals in direct care activities 
with patients/clients.  The legal powers of the relevant organisations and the legal basis both 
in terms of GDPR and common law duty of confidentiality for the ‘direct care’ element are 
set out in the Data Sharing Agreement.  The complaint isn’t directed towards direct care 
sharing.  

 
The key response to the challenge that ‘information is being unlawfully disclosed for secondary 
uses…’ is as follows (all set out in section 6 of the relevant DSA): 
 

• The processing of data to produce the ‘direct care’ ICR, produces a dataset where the key 
requirement of linkage from the multiple sources for any purpose has been achieved for 
direct care. 

• The approach is then to take a copy of that dataset and produce three further datasets from 
it, namely an anonymised dataset, a pseudonymised dataset and an identifiable dataset.   

• Graphnet is a 3rd party processor, but is acting under instruction of the data controller(s) to 
produce these datasets and through application of access controls ensure that any access to 
identifiable data is for a lawful and legitimate care related purpose and not secondary use.   

• The contract between Graphnet and the CCG links all contributing partners, including 
practices in, so there is a form of contractual arrangement between Graphnet and each 
partner.  Any partner could withdraw their participation at any time. 

• The system processes to establish those datasets are automated.  Therefore up to the point 
of end users accessing those datasets, there is no human interaction with identifiable data.   

• The National LHCR guidance (in appendix F) states ‘confidential patient information must not 
be disclosed without a justification’.   The process has been designed to maintain the 
confidentiality of data, not to breach it and as such there is no disclosure of data to a person 
until an end user accesses the relevant dataset for their purposes.  It is worth noting 
numerous dictionary definitions of ‘disclosure’ talk about ‘giving people information’ or 
‘making information known’, so disclosure does not happen until the information is viewed 
by a person.  An automated process on that basis is not a disclosure. 

• The DSA for the BSW programme clearly stipulates that the identifiable dataset (the only 
one containing confidential patient information) can only be used for reports/dashboards 
where the end user has a direct care relationship with the individual (which brings the whole 
process back to being the provision of direct care).  This is then managed by the access 
controls within the system. 

• The use of the anonymised and pseudonymised datasets for all other purposes (i.e. anything 
classed as ‘secondary’) are linked to the statutory functions of the relevant agencies (mainly 



CCG) and are not at that point using ‘personal confidential information’ (taking that to be 

the same as defined in the National Data Opt out policy: Appendix 6: Confidential Patient 

Information (CPI) definition - NHS Digital) 
• It is also worth noting the following from GMC Confidentiality guidance, that has been 

considered in developing the above approach: 

The process of anonymising information 

84  Information may be anonymised by a member of the direct care team who has the 
knowledge, skills and experience to carry out the anonymisation competently, or will be 
adequately supervised. 
 
85  If it is not practicable for the information to be anonymised within the direct care team, it 
may be anonymised by a data processor under contract, as long as there is a legal basis for 
any breach of confidentiality (see paragraph 80), the requirements of data protection law are 
met (see the legal annex) and appropriate controls are in place to protect the information 
(see paragraph 86) 

 
 
On the basis that to create the datasets from the ICR, the processing is automated (i.e. no disclosure, 
therefore no breach) and that the subsequent use of those datasets is controlled within the 
boundaries set in the Data Sharing Agreement, via the technical access controls, so that any use 
other than direct care does not use identifiable data, then there is no unlawful disclosure of data for 
secondary purposes. 
 
This process of course requires periodical validation, given the controls are technical controls set in 
the system, by periodic audits. 

 

https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-6-confidential-patient-information-cpi-definition
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-6-confidential-patient-information-cpi-definition
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/legal-annex

